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sophisticated security plan
doesn’t have to include com-
plex technology. Open, des-
ignable software, real-time alarm man-
agement and e-mail security service

requests can create an off-shelf, busi- . ] .
ness-centric enterprise solution. By Karyn Hodgson, Contributing Writer

An example is Connecticut Valley -

Hospital, which doesn’t have a new
access control system yet. But the opera-
tion does have a new outlook on security
and a new plan for a more modern
approach, thanks to an upcoming soft-
ware upgrade and a new integrator.

Connecticut Valley is a psychiatric hos-
pital that houses mentally ill patients in
many different buildings.

“Our focus is generally to keep people
in,”said decision-maker Alexander Kozmon,
Lieutenant, Connecticut Valley Hospital.
“Generally the focus is to keep people out.”

System beginnings

Back in 1995, the hospital experienced a
“shift in population”that caused it to look
at shifting from keyed access to electronic
access control.

“We started taking in court committed
patients,” Kozmon explained. “That was
what started it. The system we have actu-
ally started with a few doors on one floor
of one building. And as the system was
implemented and the benefits of a more
secure environment were realized, the
transition to electronic security grew as a
natural evolution.”

The hospital chose PCSC, Torrance,
Calif. as its hardware vendor.

Over the years, there have been many
additions, including most recently a
multi-use building in 2004.

“The building houses three separate
areas: executive staff, department-wide
meeting and conference centers and an
open treatment mall with physical thera-
py, rehab, a barber shop and gift shops,”
Kozmon said.

Alexander Kozmon, Lieutenant, Connecticut Valley
Hospital, and his integrator, Richard Weiss of HSM
Electronic Protection Services, Inc., Lisle, Ill., work
with Kozman's top security staff including Ofc. Jay
Bialkowski, Ofc. Ron Boske, Ofc. Tabitha Lyons and
Master Sgt. Benjamin Quinones, Jr.




Left, Connecticut Valley Hospital is a sprawling campus. A change in mission led to a change in security
strategy. Right Access controls first started as a limited number of doors as the facility started its trans-

formation from keys to cards.

This new building marked a departure
in focus from just keeping people in, to
after-hours security that would keep peo-
ple out, he added.

The contract for service of the system
was originally with another company and
has been put out to bid over the years. In
2005, a new company, HSM Electronic
Protection Services, Inc., Lisle, IlI., won the
contract.

“It’s a large and comprehensive securi-
ty network, and they have 270 card read-
ers and multiple buildings and controls,
all networked back to a main control cen-
ter,”said Richard Weiss of HSM.

“One of the things they were looking
for in a vendor was service responsive-
ness,” Weiss said. “If something goes
down, they have to post one of their police
officers at the door until their security ven-
dor can get out there and fix it. They were
looking for immediate response.

“HSM has taken a unique approach in
meeting this challenge. First, we set up
CVH campus police with our
eDataManager service. eDataManager
is a real-time data management tool
that allows CVH to place service
requests 24 hours a day via the Internet.
Second, we issued our technicians
Blackberry Nextels, which allow them to
receive service requests in email format.
The calls are also tracked in our 24-hour
call center for follow up and resolution.”

Software changes

“QOrganizationally right now, the hospi-
tal is looking to maintain the current sys-
tem and enhance it as our needs grow,”
Kozmon said.

One such enhancement is an upcom-
ing switch to a new software program.

With HSM’s guidance, the hospital
selected PCSC’s LINC-PLUS Enterprise
Security Management System.

“One of the most unique features about
LINC-PLUS is that it is completely open
designable software from a user interface
perspective,”said Robert Bayer of PCSC.

“It allows the end-user, as well as the
security provider, the ability to have the
system look and feel like a software sys-
tem that they could design from scratch.
They can place pictures where they want,
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maps where they want. They have the
ability to modify colors and shapes of
icons and really make it a solution to the
specific needs of each facility,” he added.

“We are going from a stand-alone
multi-database system to a network
access control database, integrating alarm
monitoring, photo ID and call-for-aid
alarms,” Kozmon said.

“The software will tremendously
increase our ability to be responsive and
effective,”he added.“We will have 10 work-
stations instead of one monitoring alarms.”

One of the bhiggest benefits Kozmon
sees is the ability to dedicate one person
just to manage alarms.

“Right now my telecommunications
staff multi-tasks between routine emer-
gency and system monitoring. Our volume
is so large and the alarms are so great, they
are not able to effectively manage that.”

Kozmon would like to assign someone
to do some studies on use, so they can pos-
sibly change the programming to reduce

Ranging from burglar alarm and intrusion to access control, ID and security video,

ready-made application software dominates. In the early days of computing, any
software that manufacturers didn’t provide as part of the computer had to be cus-
tom-built to order. In the 1980s, a new class of independent software vendors start-
ed to pre-build integrated software designed to fulfill a whole range of business

functions, and these offerings became known as packaged software. The term today
typically refers to upscale enterprise software suites, rather than the shrink-wrapped
packages sold through retail outlets. Packaged software, although ready-made,
rarely comes ready-to-run. It typically requires work by end-user or integrator staff
to set it up for the specific needs of each individual business. This was an improve-
ment on the previous generation of custom-built software thanks to dedication to
standards, protocols and links to other systems.
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alarms, as well as respond more effectively

to the genuine alarms that come in.
The photo ID integration is another ben-
efit.“We will, through that, really get a more

streamlined, customer friendly process for

not only addressing problems people have
with key cards and access levels, but also
getting new employees processed through.

“The software upgrade will really revo-
lutionize how we do business here with
regards to security and access control.
We've been waiting years for this to
come.”

Another plus to the upgrade, Weiss

added, is a clean database. “They have
probably had thousands of card holders
over the years and a lot of old data,”he says.
“It is sometimes difficult for system man-

The security command center is the heart of the operation.

A software package from PCSC aims at improving
the door access control as well as anticipated further
growth at Connecticut Valley.

agers to keep up with data changes. While
doing the software upgrade, we're going to

clean up the database as well.”

Kozmon anticipates that the
software upgrade will be
online by mid-March, with all
databases functioning by the
beginning of April.

More planned

The hospital and HSM are
also working on another
planned upgrade to the system
that will have big results.

“They have a lot of cam-
eras,” Weiss said. “HSM is
working on integrating the
camera system with the
access control system so the
security staff will get views of
the camera on screen whenever some-
one swipes a card or there is an alarm at
a particular door.

“HSM’s goal is to bring the cameras,
panic buttons and access points together
into the PCSC head-end, creating a truly
integrated system. Eventually we would
like to create a graphical user interface
with various floor maps of the buildings
throughout the campus. This will provide
the security staff or campus police more
detail needed to provide a more exact
location of any issue.”

Kozmon plans upgrading the security
video hardware to better facilitate this
enhancement.

“We have something now circa 1995.
We are waiting on a bid award to upgrade
the pan-tilt-zoom system as well as video
recording. We are transitioning to a DVR.”

Kozmon adds that this whole process

has taught him an important lesson:
“We've learned that going into any
project, it’s never finite. It always grows
and evolves. Now whenever we specify
something we spec it with an open end-
ing. We will continue to evolve, whether
it's due to our needs, social changes or
industry changes. We went into this very
closed and that’s what we got. Soon after,
we realized it’s a continually evolving
machine. We can’t ever look at it with
such a defined perspective.” 0

HSM, as the integrator, has added numerous technologies and
is working with the end-user on upgrades through panels,
readers and cameras.

About the Author

Karyn Hodgson is a long-time security
industry reporter with previous assignments
at Security Magazine and SDM Magazine.

Reprinted with Permission From Security Copyright March 2006



Technology Update

SECURED WIRELESS

n e competinve workl ol access conlred,  companses

are focwsed on sofheane Feiore sels desgmed wih the

purpea of sepamimng thmeselves From ther compehtion

The alarm Tor commumicatom prokecn] advmcement 15

souncling! Secumity compamies sodany iz challenged with maneg-

my the convergence of sysiemes o0 e miarmetkm networks, nit
necessnly bziume sets of sotbwane or micgrion cypebilites.

Toslay's mvtepraders are chasing TOPTF conmectvity whale

the IT industry is alrepdy mowing o wimeless, Wigh the spread of

WielF1, the wireless protooo] that has fueled the growth m Intermet
access from coffee shops 1o burper samds B now sowing the
seeiks of its vam obsolescence

Certnindy the nse in wirehkss hot spots has been phenomenal
Aot J|.|I'n,,"".|.'|,',"r|.lr\'||'||1x corne with buili-m Wi-Fi ard all afthis
cormectivity is stilll ot enousgh, Metworks ane smining wnder the
ke of tramsmitting video, and users are demanding conmections
from evenywhere, inchading vehicles, The ahility 1o wirchkssly
commect cameras, cell phones and even pringers is now reality,

Fortunaicly, there ane security compamies that realize the
significance of commumication methods and refwark conmectiv-
ity The guestion is, “are yvou being left behind ™

As acoess control manufecfurcrs offer plug-in ethemet
beoards in crder to maeet the 1T admindstrator's demareds, echnol-
apgy advancements still ehode the industry by developing newer,
more cfficient methods of data rarsfer thioughout their ongani-
Fations. This is not & new wrend to the secuniny industry as we
recall the days of POTS lines when the Intemet was being usad
Ery all iher indusrics. The secarty mdustry is now i the woeld
of information technodogy, The speed of development nus
e o aatisfy the IT mdusre's demand

FCSC, a benchaark manufaciores of aocess sontred
aysicing sinee 1983, 8 once again leading the future of the
secunty industry by ollenng their imtelhgent metwark oon-
trodlers wtly vovo of the 1T induserys Estest and meost pogudar
communicaisn methods

= D21 1TE Wireless Metwark
+ B2 154 FigBee™ Fro Wireless Network

S0 how do these cormmunication imethods benefil secunty
comnpsrie and their custonmsers?

BEE 11 provvides the ahilty o sccess contml pancs 0 be
mtalbec i remle lecations wathoul kv o pudl commaanica-
Bhipi wires buack 10 hosat computer 2aving e and momey, Bul
the greater vadue 1= nzeognizecd when nulisple wireles panels are

By Jerry Bellagio

et ol sysdiern and thae data na o has e be tersnmited tom
el o hied vm the T departments network., [E s meslend delnes
eredd winelesdly, elmymating the need o ke diredt scces fom
cich panel o the Slient™s metwork vy etheme gk, ongmal-
Iy mimsiuced by POSC in 1959, The systems also beoome
poortirhde che o the feocibadbity of beng able o nekxate a contraller
without mwmns enting cahling meeways. Erd users wall benelit
firoam niot biarvings 1o allow commemication mfic for the comtraller
o having thimd party vendors access their netaorks, They will
oy connect the host comprier o therr network 1 they mequine
acressing dita for other punposes

Sevurity, which ance wes a concern for wirckess applicmtions
is now pddressed by several methods of encrypiiom and
passwnrd peobection. The BOZIIG comtmollers provide WA,
WEAL and WEF methods, Addtionadly, the boands suppan 236
kit Rijndae] AES, an sdvanced authentication process proven in
high security ervirenments, The end result & that the 802010
pro ides tremendos fexibiliny md berefits for all vsers

The Zighe:™ Pro Wineless Conirodlers are traly shead of their
timne dise 4o their unaque meshods of commumication. The PCSC
self-fomming and selfhealing mesh network architeciure pemmits
etz amd comitrol messages o pass froen one controller o other con-
trollers via multiple paths. This exerds the ramge of the: netavork
and Enpeonves data rellisbdlity. Yoo could use the ZipBee™ Procapa-
bilirses o basikd |u|p.'. 1._.'-.‘l.-___'l".1|'1'|l.:|||:| di.—q'-.-rml ntwarks whens
sivedler networks Enk together o fim a cluster-ires network.

ZigRae™ Pro board networks consist of muhiphs raffie bpes
with thacie cwin unique characteristos, inchuding periodic data,
intermited dat, and repetitive low latency data. This resules in
the ot efficient data trasafeming avadbble mowoday®s market-
place. Secumily ancryption 5 also enbameed a5 the ZigBe™ Pro
boand comaes with upgraded AES 128 Bt encrypan, For mon
indirmestion aboul thee SegHee™ Pro comtmollers and the eetwork-
g archibeciume go warw, Lpese comnewprducs,

What we have = a sevolution of loa access contral panely
ame gomg B commumicate both oty markel bul mone
ety = ey S kel U course, sallware lestunes
amel miegration driver development will be an snportang par of
the wchustry™s fulure, “The grested vidoe comes rom keeping
cument with ksudmy ades tlechmoleey hat dnves all consamer
markets, Company’s that foos on mmosation like PCSC will
ke thee madussry 1o 1% highiest levels”™ sud Bon Petne, Derector
of Business Development for Unlmoed  Technology, [nc

Jerry Bellagin, Cowribising B
MARCH 2006 | PCSC PRODUCTS

WO, {0 i FHE 0




Healthcare = Education = Industrial = Ports = Financial

Elevating Our Clients Through Vertical Channels

BUILDING
SECURITY
ONE RELATIONSHIP

AT A TIME

rCSC

Building Security  Facility Management  Information Systems  Manufacturing

Visit us online www. | pcsc.comyfsecurity for special magazine reader’s promation.  PH 310.303.3600





